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1. HEJIX OCBOEHUA JTUCHUTIINHBI

1.1{bopMupoBanue 3HAHHIH, yMEHNI U HABBIKOB BBIIIOJHEHHUS THUITOBBIX 3a/1ad pa3BepPTHIBAHHS H TEXHUUECKOTO COMPOBOKACHHS
JIOKaJIbHOM CeTH WM ee pparMeHTa JJIsl MPeJIpUsSTHIA MaJloro U CpeHero OuszHeca

2. TPEBOBAHUA K PE3YJBbTATAM OCBOEHUA JUCITUIIJIMHBI

IIKP-4.1:Ucnonb3yeT TexHoJIoruyeckne H GyHKIHOHAIbHbIC CTAHIAPThI, COBPEMEHHbIE MO/IeJIH M MeTObI OLlCHKH KayecTBa U
HA/Ie5KHOCTH NIPH NPOEKTHPOBAHNH, KOHCTPYMPOBAHUH H OT/1a/IKe IPOrPAMMHBIX CPeICTB

IIKP-4.2:Pemaet npukjaagHble 32124 ¢ MCI0JIb30BAHNEM COBPeMEHHBIX HH(POPMAIINOHHO KOMMYHHMKAIIMOHHBIX TeXHOJIOT Uil

OIIK-3.1:3HaeT NpMHIUIBI, METObI U CPEACTBA PellleHHsl CTAHAAPTHBIX 32/1a4 NPodeccHOHAIbHO 1eATeJIbHOCTH HA 0OCHOBE
HH(OPMANMOHHOI 1 OubIHorpaduyeckoii KyJabTyphl ¢ IPpUMeHeHHeM HH(POPMAIMOHHO-KOMMYHUKAMOHHBIX TEXHOJIOTHIi U ¢
Y4eTOM OCHOBHBIX TpeOoBaHUIi HH(POPMALUOHHOI 0€30aCHOCTH.

OIIK-3.2:YMeeT pemiaTh cCTaHAAPTHBIE 3224 NPo(decCHOHATbHOI 1esiTeIbHOCTH HA 0CHOBe HH(GOPMAIIUOHHON U
Oonbdmorpaguyeckoii KyJIbTypbl ¢ HPUMEHEeHHEeM HH(POPMAIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHIi H € Y4€TOM OCHOBHBIX
TpedoBaHNi MHPOPMALIMOHHOI 6€30MACHOCTH.

OIIK-3.3:B1ageet HaBbIKaMHU MOATOTOBKH 0030pOB, aHHOTALMI, cocTaB/aeHUs pedepaToB, HAYYHBIX I0KJIA/I0B, MyOJIUKAIUIA, U
O0nbésmmorpadguu Mo HAyYHO-HCCJIEN0BaTeJLCKOH padoTe ¢ y4eToM TpeOoBaHMIT HHPOPMALMOHHOM 0€30I1aCHOCTH.

VYK-2.1:3naet HeoOXxoauMble AJs ocyllecTBJIeHHs NPodeccHOHATLHOM /1esiTeJIbHOCTH MPAaBOBbIe HOPMBI U METOI010THYeCKHe
OCHOBBI IPHHATHSA YIPABJIEHYECKOT0 PeleHHs

YK-2.2:YMeeT aHaIN3MPOBATH AIbTEPHATHBHbIE BADUAHTHI PelIeHU i A5 JOCTUKeHNsI HAMeUYeHHBIX pPe3yabTaToB; pa3padaTbiBaTh
IIaH, ONIPEIeJISITh eJIeBble ITANbI U OCHOBHBIE HANPaBJIeHUs PadoT

YK-2.3:Biajeet MeToqMKaMu pa3padoTKH eI U 33124 NPOEKTAa; METOAAMHU OIIEHKH MPOI0LKATEIbHOCTH M CTOUMOCTH MPOEKTA, a
TaKIKe NOTPeGHOCTH B pecypcax

B pe3yjabTaTe 0CBOCHHUSI THCHUILIHHBI 06ylla}0umﬁc51 JOJIZKCH:

3HaTh:

6a3oBbie HacTpoiiku Mapipytusaropa Cisco ISR, nactpoiiky Cisco ISR ¢ ucnonszoBanuem 10S CLI; 6a30Bbie HACTPOIKH KOMMYyTaTOpa
Cisco Catalyst 2960; cxembl onkiroueHust K VIHTepHETY depe3 MOCTaBLIMKa YCIYT; CeTEBYIO ajapecaruio, IP-aqpeca u Macku MoCEeTH, THITBI
IP-anpecoB u metoas! ux nonydenus, DHCP; anekrponnyto nouty, ciyx0y noMeHHbIX UMeH DNS, 0cHOBHBIE TPOTOKOJIBI MapIIPyTU3aLIUHY;
MPUHLUITEI HACTPOUKH U YCTPaHEHUsI HETIOIaJOK pe3epBUPOBaHuUs B KoMMyTHpyeMoii cetr ¢ momorubio STP u EtherChannel; npuHImns
HOJJIEP>KKU TOCTYIIHBIX M HAJISKHBIX CETel ¢ IIOMOIIbIO AMHAMUYECKOH afipecalliyl U MPOTOKOJIOB PE3EPBUPOBAHUS IIEPBOTO IEPEX0/a;
crocoObI 3aiuThl 6a3oBbix cpexr WLAN

YMeTh:

YCTaHABJIMBATH M HACTPAUBAaTh ycTpoiicTBa ¢ cucremoii Cisco |IOS® mist monkimroueHust kK MHTEpHETY 1 K cepBepaMm, a TAK)KE BBIIOIHATE OUCK
U YCTpaHEHHUE HEMOJa0K; BBIIOJIHATh IPOBEPKY U YCTPAHATh HEMOJIAAKU CETU U MOAKIIOUeHUs K IHTepHeTy, HacTpauBaTh U IPOBEPSTH
pacnpocTpaHeHHbIe IHTepHEeT-IPUIIOKEHHsT; HacTpanBath 0a3oBbie |P-cepBUCH pu moMomu rpadudyeckoro uaTepdeiica OC;
MIPOEKTHPOBATh U YCTAHABIMBAThH CETh MAJIOTO MPEANPHITHS, a TAKKE NOJKI0YATh ee K THTepHeTY; NpOoeKTHPOBaTh 6a30BYIO MPOBOHYIO
HHQPACTPYKTYPY AL TOAAEPIKKH CETEBOr0 Tpad¥Ka; BELIBIATE U YCTPAHATH yrpo3bl 0ezonacHocTH LAN; HacTpanBarte 1 3amuimars 6a3oBbie
cpenst WLAN

Baanern:

MIOUCKA M YCTPAaHEHHS MPOOJIeM B KOMITBIOTEPHBIX CETSIX, UX OOCITY)KUBAHU; CO3JAHMUSI U HACTPOUKN KOMIIBIOTEPHON CETH C ITOMOLIBIO
MapIIpyTU3aTOPa; HACTPOUKHU 6€30I1aCHOCTH KOMITBIOTEPHOM CETH; CO31aHMUs MOJICETEH U HACTPOUKU 0OMEHA JAaHHBIMU; HABBIKAMHU
OTCJIC)KUBAHHSI IAKETOB B CETU M MPOSKTUPOBAHUS CETEBBIX OpaHIMaydIpOB; HaBBIKAMU ITOMCKA M YCTPAHEHUS MPOOIEeM B KOMIIBIOTEPHBIX
ceTsIX, X 00CIY)KMBaHHS; HACTPOUKH M YCTPAHEHHUsI HEMOJIAI0K PE3epPBUPOBAHNUS B KOMMYTHpYeMOoii ceTu ¢ omoupio STP u EtherChannel;
BBISIBJICHUS U ycTpaHeHHs yrpo3 OeszonacHoct LAN; HacTpoiiku u 3amuts! 6a3oBeix cpex WLAN

3. CTPYKTYPA U COJEPKAHUE JTUCITUITJINHBI

Kon HaumenoBaHue pa3iesioB u TeM /BUA 3aHATHUS/ Cemectp / | YacoB | Kommneren- | Jlutepatypa
| 3aHATHA Kyvpe U040
Pazgen 1. llpuauunsl kommytanuu, VLAN u mapmpyTuzanus
mexay VLAN
11 basoBas HacTpolika yCTpOWCTB 4 4 JI1.1 J11.2J12.1
[nan: J12.2712.3
1. IlepBoHauanbHas HACTPOMKa KOMMYTaTOpa €]

2. Hacrpoiika mopToB KOMMyTaTopa

3. Y nasneHHbIH 3aMIIeHHBINA 10CTYII

4. bazoBast KOHQUTypaLKsl MapIIPyTU3aTOpa

5. IlpoBepka cBA3U MEXAY MMOAKIIOUEHHBIMH HANPsAMYIO ceTsiMu /Jlex/




1.2 Hacrpoiika npotokona SSH /J1a6/ 2 JI1.1 J11.2J12.1
J2.2712.3
€]

13 Hacrpoiika unrepgeiicos mapuipyrusaropa /J1ad/ 4 JI1.1 J11.2J12.1

J12.2712.3
€]

14 Peanuzanus HeOoJbIION ceTu /J1ab/ 2 JI1.1 J11.2J12.1

J12.2712.3
€]

1.5 Hactpolika 0OCHOBHBIX IapaMeTpoB Maplpyrusaropa /J1ad/ 2 JI1.1 J11.2J12.1

J12.2712.3
€]

1.6 ITpunuuns: kommyrtanuu. Cetu VLAN 4 JI1.1 J11.2J12.1
Ilnan: JI2.2J12.3
1. Ilepecbuika kagpoB. KomMmmyTaiioHHbBIE JOMEHBI €]

2. O030p BUPTYaIbHBIX JIOKAJIBHBIX CETCH

3. BupTyanbHble JOKaJIbHbIE CETH B CPeJie C HECKOJIIbKUMHU
KOMMYTaTOpaMHu

4. Hactpoiika VLAN

5. TpaHKU BUPTYaJIbHBIX ceTel. JIMHaMUYeCKHiA MPOTOKOI TPaHKWHTA
(DTP) /JTex/

1.7 AHanu3 JIUTepaTypHBIX HICTOYHHUKOB. 26 JI1.1 J11.2J12.1
ITonroToBka K TeKymemMy KOHTPOJIIO. JI2.2J12.3
BrinonHeHne caMoCcTosSTeNbHBIX paboT. /Cp/ €]

1.8 IMomyuarenu mupokoBeIaTensHON paccbuiky /J1ad/ 2 JI1.1 J11.2J12.1

J12.2712.3
€)!

1.9 HWccnenoBanne meronoB peanusauun cetn VLAN /JTa6/ 2 JI1.1 J11.2J12.1

J12.2712.3
€)!
1.10 Kougurypanus cereit VLAN /J1a6/ 2 JIL.1 J11.2J12.1
J2.2712.3
31
111 Hacrpoiika MarucTpanbHbIX KaHainoB /J1a6/ 2 JIL.1 J11.2J12.1
J2.2712.3
€
1.12 Hacrpoiika VLAN u MaructpanbHbIX KaHaios /J1ad/ 2 JIT.1J11.2J12.1
J2.2712.3
€
1.13 Hacrpotika nmporokona DTP /JIa6/ 2 JI1.1J11.2J12.1
J2.2712.3
€
1.14 Peanuzaius VLAN u tpankos /J1a6/ 4 JI1.1 J11.2J12.1
J2.2712.3

€




1.15 Mapupyrusanus mexay cetssmu VLAN 6 JI1.1 J11.2J12.1
[Tnan: J2.2J12.3
1. TIpUHIMITE MapIIPYTHU3aMUH MEXAY BUPTYaIbHBIMH JIOKaJIbHBIMU €]
CeTSIMH
2. Mapuipyruzanus mexay cetsimu VLAN c ucnons3oBanueM MeTozna
Router-on-a-Stick
3. MapuipyTu3zanus MeX1y BUPTyalbHbBIMU JIOKAIbHBIMU CETSIMU C
MTOMOIIBIO YCTPONCTB KOMMYTAIIUX YPOBHS 3
4. Ilouck 1 ycTpaHeHHE HENoaf0K Mapupyrusanuu mexay VLAN
/JTex/
1.16 Hacrpoiika mapmpyruzanuu Mexay ceramu VLAN c ucnonszoBaHueM 2 JI1.1 J11.2J12.1
KOH(uUryparuu router-on-a-stick /J1a6/ J12.2J12.3
€]
1.17 Hacrpoiika koMMyTalluu YpOBHS 3 U MapLIPYTU3allUU MEXAY CETIMU 2 JI1.1 J11.2J12.1
VLAN /J1a6/ J2.2J12.3
€)!
1.18 Iouck n ycrpaHeHue Henonanok B Mapiipyruzanuu mexxay VLAN /J1a6/ 2 JI1.1 J11.2J12.1
227123
€]
1.19 Brenpenue MapipyTusanuu Mex 1y BUPTyaabHBIMU JIOKAJIbHBIMU 2 JI1.1 J11.2J12.1
cersimu /J1a6/ J12.2712.3
€)!
1.20 AHanu3 INTepaTypHBIX HCTOYHUKOB. 28
INoxroroBka K TeKyImeMy KOHTPOIIIO.
Brinonnenue camocrostenbHbIX padot. /Cp/
Pa3nen 2. U30bITOYHOCTh KOMIBIOTEPHBIX CeTel
2.1 Ipunuuns: STP 4 JI1.1 J11.2J12.1
Ilnan: JI2.2J12.3
1. Ha3nayenue nportokona STP €]
2. MpunHnummne! padotsr STP
3. OBomorus STP
/JTex/
2.2 Wzyuenue pabotsl STP m1a npenorBpaenus nernu /J1a6/ 2 JI1.1 J11.2J12.1
227123
€)!
2.3 Ipunimnet padoTs! 1 HacTpoiika EtherChannel 4 JI1.1 J11.2J12.1
Ilnan: JI2.2J12.3
1. puamnst padotsr EtherChannel 31
2. Hacrtpoiika EtherChannel
3. Tlouck u ycrpanenue npodiem B pabore EtherChannel /Jlex/
2.4 Packet Tracer. Hactpoiika EtherChannel /JIa6/ 2 JI1.1 J11.2J12.1
J2.27J123
31
25 Packet Tracer. ITouck u ycTpanenue Hemosaaok B pabote EtherChannel. 2 JI1.1 J11.2J12.1
/J1a6/ J2.27J123
31
2.6 Buenpenne EtherChannel /J1a6/ 4 JI1.1 J11.2J12.1
J2.27J123
01
2.7 AHanu3 TUTepaTypHBIX HCTOYHHUKOB. 6 JI1.1 J11.2J12.1
IloaroToBka K TeKyIeMY KOHTPOJIO. J2.2712.3
Brinonnaenue camoctostenbHbIxX padot. /Cp/ 31

Pa3nen 3. locTynmHOCTh M HAJ€KHOCTh KOMIILIOTEPHBIX ceTeil




31 DHCPv4 4 JI1.1 J11.2J12.1
[Tnan: J2.2712.3
1. Hpuntmnsr DHCPv4 €
2. Hacrpoiika cepsepa DHCPv4 B Cisco 10S
3. Hacrpoiika knmuenta DHCPv4 /Jlex/

3.2 Packet Tracer. Hacrpoiika nporokosna DHCPv4 /J1a6/ 2 JI1.1 J11.2J12.1

J12.2712.3
€]

3.3 Peanmuzanus DHCPv4 /J1a6/ 4 JIT.1J11.2J12.1

J12.2712.3
€]

3.4 SLAAC u DHCPv6. IIpunnunst pa6orst FHRP 4 JI1.1 J11.2J12.1
[Tnan: J12.2712.3
1. Ha3nauenue riobansHoro oxHoanpecHoro IPv6-anpeca €]

2. SLAAC
3. DHCPV6
4. Hactpoiika cepsepa DHCPV6
5. TIpotokon pe3epBrpoBanus nepsoro nepexoaa (FHRP)
6. IMpunnumne! padoTs! nporokona HSRP /Jlek/
35 Hactpoiika DHCPv6 /J1a6/ 4 JI1.1 J11.2J12.1
J12.2712.3
€]

3.6 Packet Tracer - Kouduryparwms HSRP /J1a6/ 4 JI1.1 J11.2J12.1

J12.2712.3
€]

3.7 AHanu3 IMTepaTypHBIX UCTOYHUKOB. 10 JI1.1 J11.2J12.1
IToaroroBka k TeKymeMy KOHTPOJIIO. J12.2J12.3
Brinonnenue camocrostenbHbIX padot. /Cp/ €
Pa3nen 4. Besonacuocts Ha ypoBHe 2 u 6e3onacHocts WLAN

4.1 TIpunuunel odecneyenus 6e3onacHocTH ceTH. HacTpoiika napameTpos 2 JIT.1 J11.2J12.1
0e301macHOCTH KOMMYTaTopa J12.2J12.3
IInan: €
1. Be3omacHOCTh OKOHEUYHBIX ycTpoiicTB. KoHTpos nocTyrma
2. Yrpo3sl 6€301aCHOCTH Ha yPOBHE 2
3. Araka Ha Tabmuiy MAC-anpecoB. ATaku Ha JIOKaJbHYIO CETh
4. ObecrnieueHue 6€30MaCHOCTH IOPTOB KOMMYTaTopa. OTpaskeHUe aTak
Ha BUPTYaJIbHBIC JIOKAIBHBIE CETH
5. Otpaxenue arak uepes DHCP, ARP, STP /Jlex/

4.2 Peanuzanus 6e3onacuoctu nopra /J1ad/ 2 JI1.1 J11.2J12.1

J12.2712.3
31
4.3 Kougurypauus 6ezonacHocT kommyraropa /J1ad/ 2 JI1.1 J11.2J12.1
J12.2712.3
31

4.4 Ocnoguble nouatuss WLAN. Kougurypauns WLAN 2 JI1.1 J11.2J12.1
Ilnan: J2.2J12.3
1. KOMIOHEHTHI ¥ IPUHIUIEI PaOOTHI OECIIPOBOHBIX JOKAIBHBIX CETEH )|

2. IMpuanums! padotst CAPWAP. YipasieHue kaHalaMu

3. be3zomacHOCTh OECIIPOBOIHBIX JIOKAIBHBIX CETEH

4. Hactpoiika OecripoBOIHBIX JIOKAJIbHBIX CETEH IJIs YAaJCHHBIX
00BEKTOB

5. Konduryparms bazosoro WLAN u WPA?2 Enterprise WLAN ¢
KOHTPOJUIEpOM OeCcIIpOBOIHOI ceTn

6. ITouck u ycrpaneHue npo0ieM ¢ 6ecrpoBOIHBIME JIOKAIbHBIMU CETAMH
/JTex/




45 Hacrpoiika 6ecripoBonHoii cetu /J1a6/ 5 2 JI1.1 J11.2J12.1
J12.2 J12.3
€]

4.6 Kondurypanus bazosoro WLAN ¢ koHTpOepoM 6ecripoBOIHOM ceTn 5 2 JI1.1 J11.2J12.1
/J1ab/ J12.2 J12.3

€]

4.7 Kouduryparmst WPA2 Enterprise WLAN ¢ koHTpoiepom 5 2 JI1.1 J11.2J12.1
6ecnipoBoHO# cetn /J1ab/ JI2.2J12.3

€]

4.8 IMouck u ycrpanenue Henonagok WLAN cereil. /J1a6/ 5 2 JI1.1 J11.2J12.1

J12.2 J12.3
€]

4.9 AHanu3 JInTepaTypHbIX HCTOYHUKOB. 5 6 JI1.1 J11.2J12.1
[ToaroroBka k TeKymeMy KOHTPOJIO. JI2.2J12.3
Brimonnenue camoctositenbHbIx pador. /Cp/ €)!
Paznen S. IloaroroBka Kk 3xK3amMeHy

5.1 IMoaroroBka k sKk3aMeHy /Ok3aMeH/ 5 36 JI1.1 J11.2J12.1

J12.2 J12.3
€)!

4. ®OHJ OHEHOYHBIX CPEJACTB

CtpyKTypa u cofepkaHue (oHIa OLCHOYHBIX CPEICTB VIS MPOBEICHNUS TEKYIIeH 1 IIPOMEKYTOYHOH aTTeCTallly TIPEACTABIICHBI B
IMpunoxennu 1 x paboueil mporpaMMe JUCIUIUINHEL.

5. YYHEBHO-METOAMYECKOE U THOOPMAIIMOHHOE OBECIHEYEHUE JUCHUIIINHBI

5.1. OcnoBHas 1uTEpPaTYypa

ABTOpBI, COCTaBUTEIH 3arnaBue WznarenscTBO, ro Konunu-Bo
JI1.1 |Omudep B.I'., Omudep |Kommbroreprsie cetr. [IpHHIUITBI, TEXHOIOTHH, CII6.: TTurep, 2001 1
H.A. MPOTOKOJBI: Y4eh. mocoOue AJsl CTYACHTOB BBICIIL.
yue0. 3aBeICHUH, 00yJIaIONIMXCS [0 HAMPABICHUIO
"NHpopMaTHKa U BEIYHUCIUTEIbHAS TEXHUKA"
JI1.2 |Omudep B.I'., Onmudep |Kommbrorepusie cetu: [IpHHIUITBI, TEXHOIOTHH, CII6.: ITurep, 2004 19
H.A. MIPOTOKOJBL: Y4eO. mocoOue sl CTYACHTOB BY30B
5.2. lono/iHUTEIbHAS JIUTEpaTypa
ABTOpBI, COCTaBUTENN 3arnaBue WznarenscTBO, rox Konunu-Bo
JI2.1 |Cronnunre, Bunbsam CoBpeMEHHBIE KOMITBIOTEPHBIC CETH CII6.: ITurep, 2003 10
JI2.2  |Tanenbaym, DHOpro KommbrotepHsie cetn CIIG.: ITurep, 2003 1
JI2.3 |Kosrau H. M. KommbrotepHsie cetu: yueGHOE TOocoOue Mumnck: PUTIO, 2019 http://biblioclub.ru/index.
php?

page=book&id=599948
HeOFpaHI/I‘leHHHﬁ JAOCTYIL
JJIA 3apETUCTPUPOBAHHBIX
MOJIb30BaTeNeH

5.3 IIpodeccuonanbubie 6a3bl JaHHBIX U HHGOPMALMOHHDbIE CIIPABOYHbIE CHCTEMbI

5.4. IlepeyeHs MPOrpaMMHOro odecreveHust

Microsoft Office

5.5. YueGHO-MeTOAMYECKHE MATEPHAJIBI JUISI CTYA€HTOB € OTPAHHYEHHBIMU BO3MOKHOCTSIMH 3/10POBbS

IIpr HEOOXOAMMOCTH IO 3asBICHHI0 OOYYAOIIETrOCsl ¢ OTPAHHYCHHBIMH BO3MOXKHOCTSIMH 3I0POBbS y4eOHO-METOAMYCCKHE MAaTepHAIIbI
MPEIOCTABISIIOTCS B (OpMax, aIalTUPOBAHHBIX K OTPAHUYEHHSM 3I0POBbs U BOCTIpHATHS HH(opMauu. sl U] ¢ HAPYIICHUSIMU 3PSHHUS: B
¢dopme ayanodaiina; B neyaTHoi popMe yBelInYeHHBIM HIpUQTOM. J[JIsl U] ¢ HapyIIEHUSIMU ciyXa: B ()OpMe BJICKTPOHHOTO IOKYMEHTA; B
neyatHoO# (opme. st M| ¢ HAPYIICHUSIMU OTIOPHO-IBUTATENBHOTO anmnapara: B GopMe 3JIeKTPOHHOTO JOKYMEHTA; B IIEYaTHOH (hopme.




6. MATEPUAJIBHO-TEXHUYECKOE OGECIHIEYEHHME JJUCITUITIJIMHBI (MOY JIs1)

[Momemnenus a7st NpOBEAECHHS BCEX BUIOB PaboOT, MPEAYCMOTPEHHBIX y4EOHBIM ITIAaHOM, YKOMILIEKTOBaHBI HEOOXO0IMMOM
CIEeNMANN3UPOBAHHON yueOHOW MeOeIbIo M TEXHUUECKUMHU CpeicTBaMK 00yueHus. [ npoBeieHHs JIEKIIMOHHBIX 3aHATHHA UCTIONIB3YETCS
JIEMOHCTpalMoOHHOE 000opyaoBaHue. JlabopaTopHbIe 3aHATHS IPOBOISTCS B KOMIIBIOTEPHBIX KJlaccax, paboure MecTa B KOTOPBIX
000pyI0BaHBl HEOOXOAMMBIMH JIMIIEH3UOHHBIMU IIPOTPaMMHBIMH CPEACTBAMH U BBIX0/I0M B IHTEpHET.

7. METOAUYECKHUE YKA3ZAHUA 1)1 OBYYAIOIUXCA 11O OCBOEHUIO JUCHHUIIVIMHBI (MOZLY JIS)

MeTOZ[I/I'{eCKI/Ie YKa3aHus 10 OCBOCHUIO NMCHUIUIMHBI IIPEACTABIICHBI B HpI/IJ'IO)KeHI/II/I 2k pa6oqel71 nporpaMmMe JUCHUITIUHBI.




INPUJIOKEHME 1. ®OH/JI OHEHOYHBIX CPEJICTB

KOHTpOJ'IbeIe BOIIPOCHI U 3aJaHUA

IlepeyeHb BOMPOCOB K IK3aMeHY:

. [lepBonayanpHas HaCTPOIKa KOMMYTaTOpa

. Hactpolika nmopToB koMMyTaTopa

. Y naneHHbIH 3aIIUIIEHHBINA TOCTYI

. bazoBas koH(HUTyparwms MapIIpyTH3aTOpa

. I[IpoBepka cBs3M MEXAY MOAKIIOUSHHBIME HAIIPSAMYIO CETSMU

. Ilepecpunka kagpos. KoMmMyTaloHHbIE TOMEHBI

. O030p BUPTYyaJbHBIX JIOKAJBHBIX CETEH

. BupTyanbHble I0KaJIbHbIE CETU B CPEJIE C HECKOJIIbKUMU KOMMYTaTOpaMu

. Hactpotika VLAN

. Tpanku BUpPTyaNbHbIX ceTeil. luHamudeckuii nmporokos tpankuura (DTP)
. [TIpUHIMITEI MapIIPYTH3ALMK MEXIY BUPTYaIbHBIMH JIOKATbHBIMH CETSIMHU
. Maprupyrusanus mexay cersimu VLAN ¢ ucrions3oBannem merona Router-on-a-Stick
. Mapmpyruzanus MexX1y BUPTYalbHBIMH JIOKAJTbHBIMH CETSIMU C IOMOIIBIO YCTPOHCTB KOMMYTAaIUH YPOBHS 3
. ITouck u ycTpaHeHue Hemosaok Mapipyrusanun Mmexay VLAN

. Haznauenwne nporoxona STP

. IIpunnumnst padoter STP

. OBomronus STP

. ITpunnumnsr pa6oter EtherChannel

. Hactpotika EtherChannel

. ITouck u yctpanerue npodiem B padore EtherChannel

. punrunsr DHCPv4

. Hactpoiika cepsepa DHCPv4 B Cisco 10S

. Hacrpoiika knmuenra DHCPv4

. Haznauenwue rio6ansHoro omHOaapecHoro IPv6-aapeca

. Ha3nauenue u npunnuns! padotst SLAAC

. Haznauenwue u npunimne paborst DHCPV6

. Hactpoiika cepsepa DHCPV6

. ITpotokon pe3epsupoBanwus nepsoro nepexoaa (FHRP)

. [Ipuniumnst pabots! npoTokona HSRP

. bezonmacHOCTE OKOHEUHBIX ycTpoiicTB. KoHTpOIb mocTyma

. YTpo3bl 6€30aCHOCTH Ha YPOBHE 2

. ATtaka Ha Tabmauiy MAC-anapecoB. ATaku Ha JIOKAJIBHYIO CETh

. Obecneuenne 0€30MaCHOCTH MOPTOB KOMMYTATOpA.

. OTpakeHHe aTak Ha BUPTYyaJIbHbIE JIOKAJbHBIE CETH

. Otpaxenue arak yepe3 DHCP, ARP, STP

. KoM1IoHeHTHI 1 mpuHIUTIBI PaboTHl OECIPOBOIHBIX JOKAIBHBIX CETEH

. [Ipunrumns: padotst CAPWAP. Yrpasnenue kananiamu

. bezonmacHOCTH OecrIpOBOAHBIX JIOKATBHBIX CeTeH

. Hactpoiika GecripoBOIHBIX JIOKAJILHBIX CETEH /ISl yIaICHHBIX 00BEKTOB

. Konduryparus 6azoBoro WLAN ¢ KOHTpoIIepoM OeCpOBOIHON CETH

. Kondwurypanus WPA2 Enterprise WLAN ¢ koHTpoiepoM 6ecripoBoiHON ceTn
. ITowck 1 ycTpaneHue mpobiieM ¢ 0eCIIpOBOIHBIMHE JIOKATEHBIMH CETSIMU
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Tembl NUCbMEHHBIX padoT

[IpumepHas TemaTrka JOKJIAI0B!

ITpuMeHeHUE NPOTOKOJIOB MapUIPYTU3aMU

[IpoToKoJIBl BHELIHENH MapIIPYTU3ALUU

3HAKOMCTBO C yCIyraMH, oka3piBaeMbiMu ISP

ITpoToxousl, UCTIONB3yeMbIe AT pPaboThI ciryx0 ISP

Ciry>x06a TOMEHHBIX UMEH

Ciy>x0bI ¥ IIPOTOKOJIBI

Bomnpocs! 6e3omacHocty, akryaabHble s ISP
WHcTpyMeHTanbHbIEe CpecTBa 0€30I1aCHOCTH

10. Kontpous ISP 1 B3anMOOTHOILIEHUS ¢ HUM

11. Pe3epBHOE KONMPOBAHNE M aBAPHIHOE BOCCTAHOBICHHE

12. Cratnueckas IP-mapmpyru3anus

13. Hacrpoiika craTn4eckux MapIpyToB Ajs nepecsliku [P-nmakeToB
14. Hacrpoiika niaBarolux CTaTHYECKUX MapIIPyTOB

15. O6paboTKa MaKeTOB C UCHOJIB30BAHHEM CTATHUECKMX MAPIIPYTOB
16. ITouck u yctpaHeHue npobiieM ¢ KoH(uUrypanue cratuaeckux Mapmpyros IPv4 u mapmpyros IPv4 o ymosrdanuio

wCoNoO LN E

MPUJIOKEHUE 2. METOJANYECKUE YKA3AHMS JUIS1 OBYYAIOLIMXCS IO OCBOEHUIO JUCLHUILINHBI
(MOZY.JIsI)




Y4eOHBIM IIAaHOM 110 IPEAYCMOTPEHBI CIEAYIONINE BUABI 3aHATHIL:

— JICKIUH;

— 1abopaTopHbIe PabOTHI.

Teoperuueckuii mMarepuall cielyeT W3y4daThb IIOCIIEI0BATEIbHO, B COOTBETCTBHU C IIPUBEICHHBIM B pabodell IporpaMme cojepKaHueM
Kypca. OCHOBHBIE 3a/adyll Ha JaHHOM d3Tare paboThl — MONYYHTh HPENCTABICHHE O MPEAMETHOM MOJe Kypca, OCBOUTH HEOOXOIUMYIO
TEPMHUHOJIOTHIO, ONPEACIUTh OCHOBHBIE IMOJXOJAbI K perieHuto 3aaad. [locne Toro, xak c(OpMHpPOBAaHBI CHCTEMHbIE NPEACTaBICHUS WU
YCBOCHBI OCHOBHBIE MOHSATHS, PEKOMEHAYETCS MNPHCTYNAaTh K BBIIOJHEHHIO J1a0OpaTOPHBIX PabdOT M IOATOTOBKE K IPOMEKYTOYHOM
arrecranuu. Jls yCcremHoro oBJjaJeHus MpeiaraeMbiM KypcoM CTYAEHT JOJDKeH 00J1afaTh onpeaenéHHol HH)OPMAIIMOHHON KyJIbTYpO:
HaBBIKAMH pabOTHI C JIUTEPATYpOH, 3HAaHHEM CMBICIIa W Ha3HAYeHWS OCHOBHBIX MOHATHH NpeaMeTHOW obnacTu. Pexomenmyercs mpu
W3yYeHHH [aHHOTO Kypca AaKTHBHO HCIIONb30BaTh COBPEMEHHYIO YYEOHYI0 W HAy4YHYIO JIUTEpaTypy, KOMIIBIOTEp, HCIIOJIb30BaTh
JIOTIOJTHUTENIbHbIE HH()OPMAIIMOHHBIE PECYPCHI.

[TonroroBka K MPOMEXYTOUHON aTTECTALIUH.

[Tpu NOAroTOBKE K MPOMEKYTOUHOH aTTeCTAIMHU 11eJIeCO00pa3HO:

- BHUMATEJIbHO U3YYUTh NIepeUeHb BOIPOCOB H ONPENENIUTh, B KAKUX HCTOYHHKAX HAXOAATCS CBEJCHUS, HEOOXOIUMBIE [l OTBETA HAa HHUX;

- BHIMATENbHO NIPOYUTATh PEKOMEHJOBAHHYIO JINTEPATYPY;

- COCTaBUTb KPATKHUE KOHCIEKTHI OTBETOB (IJIAHBI OTBETOB).




